
The system integrates three essential components: the Neo4J graphical database, the ML-ENV Python project, and agent training in MATLAB. Neo4J serves as a pivotal data and knowledge repository, acting as the central hub for storing and managing information crucial for machine learning. ML-ENV, a 
Python project, interfaces with Neo4J to oversee the machine learning environment, agent configurations, and the ongoing expansion to ensure continuous access capabilities on a server. It facilitates data flow, environment setup, and reward function management. Concurrently, agent training in MATLAB 

utilizes algorithms to enhance the capabilities of the AI agents, receiving input from ML-ENV, which, in turn, interfaces with Neo4J for data retrieval. Together, these components form a cohesive system, leveraging the strengths of each to enable effective AI training and decision-making processes.
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Use machine learning to train 
artificially intelligent agents as 
a tool CPTs can efficiently 
and automatically diagnose 
maritime ports.

• Increased cyber threats, such
as ransomware, have
disrupting maritime port critical
infrastructure.

• Foreign adversaries
consistently disrupt the
maritime transportation system
(MTS), hindering the U.S.
economy and supplies.

• The MTS supports 95% of cargo
into the U.S.

• Coast Guard's current solution
involves Cyber Protection
Teams that deploy to maritime
ports to assess networks and
respond to cyber attacks.
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Impact

System Design

• This diagram represents the cyber infrastructure of the simulated
port network, modeled off the port of Los Angeles, that will be used
to deploy the agents.

• The network hosts various external and internal services that
support operations within a maritime port.

• A number of these services contain vulnerabilities that an attacker
could exploit.

Agent Training

Maritime Port Network Topology

Technology Stack
• The Neo4J graphical database is

populated with Lockheed
Martin's Vortex. It serves as a
knowledge repository for the
agent.

• Vortex uses the MITRE Ontology
to outline paths between
offensive and defensive cyber
techniques.

• Python serves as the
machine learning environment
to configure the agent.

• MATLAB uses the reinforcement
learning toolbox and associated
algorithms to train the agent.

Increasing cyber threats to 
maritime ports are straining 
the resources of Coast Guard 
Cyber Protection Teams 
(CPTs).

• Vulnerability: specific
exploitable liability within a
software or system

• Weakness: group of
vulnerabilities that can affect
any system

• Attack: a pattern in which a
vulnerability can be exploited

• Machine Learning: subfield of 
Artificial Intelligence (AI) that 
focuses on learning through 
algorithms

• Reinforcement Learning: trains
an algorithm to take actions
on a rewards-based system

• Agents are trained for specific
steps within a cyber attack kill
chain.

• Agent distributes ransomware
across the network, disrupting
the operations within the
maritime port.

• CPTs defend maritime port
based off agent success in
infiltrating the network.
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